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Goals
● Security as process
● The known unknowns
● Leading by example

● Hacking & spear phishing
● Surveillance & censorship
● Device security

Issues



  

Security ?

Anonymity

Authenticity

Privacy

Immunity



  

Malware

Temporary files

IP identification
Password

Profiling

Censorship

Surveillance



  

1. Hacking & spearphishing



  

Malware

Virus

Worm

Keylogger

Trojan

XSS

Drive-by downloader

0-day exploit
RootKit

Backdoor

Spyware

Ransomware



  

off-the-shelf computer surveillance technologies



  



  

Password Management

Profiling

Social Engineering

Brute Force

Phishing

Spear phishing

Honey trap

100, 000 passwords / second

Length/Variations 26 36 52 68

3 0.18 seconds   0.47 seconds  1.41 seconds 3.14 seconds

5 1.98 minutes 10.1 minutes 1.06 hours 4.0.4 hours

8 24.2 days 10.7 months 17 years 1.45 centuries

10 44.8 years 1.16 millenia 45.8 millenia 45, 582 millenia



  

I had a dream, where all men were born equal

1haDwaMwB=

Will you still need me, will you still feed me, when I'm 64?

wysnm,wysfm,wi64?

The slings and arrows of outrageous fortune

Password Management

Mnemonics



  

Password Management



  

2. Surveillance & profiling



  

IP ADDRESS = 91.198.26.138
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IP:91.198.26.138



  



  

Profiling

IP

Location

Identity



  

Network: MIPS, MIN, SIM
Handset: IMEI, GPS

WIFI: GPS & Crowdsourced
Hybrid: !

wikipedia.org/wiki/Mobile_phone_tracking



  

ECHELON

CARNIVORE SORM-2

Frenchelon

ECHELON intercept station at Menwith Hill, England

Golden shield

NATGRID
  

PRISM +
XKeyscore

MUSCULAR TEMPORA

ONYX

Titan

Project 6

Mystic



  

Secure Sockets Layer (SSL)

Transport Security Layer (TLS)



  

Encrypting the channel

Encrypting the content



  

CRYPTO WARS

Public key encryption



  

mailvelope.com



  



  



  



  

3. Device security



  

Disk Encryption



  



  

https://securityinabox.org

http://learn.equalit.ie

https://level-up.cc

https://saferjourno.internews.org

https://help.riseup.net/en/security

https://ssd.eff.org

https://hygiene.digitalpublicsquare.com

http://learn.equalit.ie/
https://help.riseup.net/en/security
https://ssd.eff.org/
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