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Goals

e Security as process
 The known unknowns

* L eading by example
ISsues

» Hacking & spear phishing
» Survelllance & censorship
* Device security
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1. Hacking & spearphishing



Malware

XSS
Worm
RootKit
0-day exploit
Virus
Trojan
Keylogger
Drive-by downloader
Spyware

Backdoor

Ransomware




off-the-shelf computer surveillance technologies
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Password Management

Profiling Phishing
Social Engineering Spear phishing
Brute Force Honey trap
100, 000 passwords / second
Length/Variations 26 36 52 68
3 0.18 seconds 0.47 seconds 1.41 seconds 3.14 seconds
5 1.98 minutes 10.1 minutes 1.06 hours 4.0.4 hours
8 24.2 days 10.7 months 17 years 1.45 centuries

10 44.8 years 1.16 millenia 45.8 millenia 45, 582 millenia



Password Management

Mnemonics

| had a dream, where all men were born equal

1haDwaMwB=

Will you still need me, will you still feed me, when I'm 647

wyshm,wysfm,wi64?

The slings and arrows of outrageous fortune




Password Management

Google :
- Accounts ‘
= Account .
Password management Change password .
Your security info protects your account Security .
If you ever forget your password, we need a way to help you Profile and privacy .
this to spam you—ijust to keep your account more secure, Google+ 2.step verification ? Status: ON Ediit .
Phone number E Products
Add .
Language . L.
. Authorizing applications Edit
o Data liberation and sites ? .
Alternate email address .
Add | .
dublindimi@hotmail.com
Delete
Trusted PC

To add a trusted PC to your account, you need to access your account using Internet Explorer and have Windows Live
Essentials installed.

Security question

Father's middle name?
Change



2. Surveillance & profiling
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IP ADDRESS = 91.198.26.138



Telecommunication infrastructure




Office /
Internet Cafe

IP:91.198.26.138

ISP
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HTTF 1.1 200 o]4

national
provider internet
Mo, Time Source Destination Prokocal - Info J=

131 46.503857 152.1488.1.11 euraradio. fm HTTP POST Jadmingdo_login.php HTTR/L.1L (Capplicationsx-w
133 46, 795071 euraoradio. fm 1%2.168.1.11 HTTF HTTP/1.1 302 Found —
135 46.053024 1%2.168.1.11 euroradio. fm HTTP GET JadminAindex.php HTTR/1.1
230 48.B77844 euroradio. fm 152.168.1.11 HTTF HTTR/1.1 200 ok (text htmll
2A8 49, 850529 192.1685.1.11 euroradio. fm HTTF GET Ajavascript/isCookMenu/Themeofficecheme. css HT
275 50, 010763 euroradio. fm 1%2.168.1.11 HTTF HTTP} 1 200 oK (text/css)

613311 euraoradio. fm AEL HTTF (SIFE9a)
312 50.954657 192.168.1.11 euroradio. fm HTTP GET Jcss/ tol.gif HTTRAL.1
328 51.070083 euroradio. fm 1%2.168.1.11 HTTF HTTP/1.1 200 oK (GIF892a)
329 51.073215 192.1468.1.11 euroradio. fm HTTP GET Acss/logout.png HTTR/1.1
350 51.292112 euroradio. fm 1%2.168.1.11 HTTF HTTR/1.1 200 oK  (PHN3)
126 46.3345935 152.168.1.11 euraradio. fm TP hb-engine = http [S¥W] Seqg=0 win=03535 Len=0 mMs5=14
127 46.381720 euraoradio. fm 1%2.168.1.11 TCP http > hb-engine [S¥n, ACK] Seq=0 Ack=1l Win=5840 Le
128 46.382226 152.168.1.11 euroradio. fm TCF hb-engine > http [ACK] Seg=l aAck=1 Wwin=85535 Len=0
129 46.382661 192.168.1.11 euroradio. fm TCP [TCP segment of a reassembled PDU]
130 46. 503694 euraradio. fm 152.1568.1.11 TCR http = hb engine [ACK] seq=1 Ack 594 W1n 6523 Len=0
=
rStream Content
nccept—Charset: IS0-88559-1,utf-8;0=0.7,%;9=0.7 ﬂ
keep-alive: 300
i_onnection: keep-alive
referer: http:/ euroradio. fmsadminTogin. php

i_ookie: PHPSESSID=48e3ed080d2ei0510271ccall3lfr3zd
i_ontent-Type: applicationx-www-Torm-urlencoded
i—ontent-Length: 170

A e A gegy 1 0gin_Tlanguage=en&Login=Login&T_xkoery=T14314bf4ddalkbe

F_is_encrypted=1&T_user_name=dmvité&f_password=[3g
02 Found

Cate: Mon, 14 Jul 2008 08:04:59 GMT

Server: Apaches2.0.55% (Ubuntu) PHP/5.1.2
<—Powered-By: PHP/5.1.2

Set-Cookie: PHPSESSID=48e3ed080d2e50510271cca?l31f7334; path=/ :J

I:vru-‘r-nc- Thu 15 hln\Ir TG NR-ED NN ST
4 PI

[vlf" ASCII O EBCDIC € HexDump © C Arrays (% Raw

Find | Save As | Prirk | Entire conversation [103685 bytes)

Help |

Close Filker Qut This Skream




Profiling

Location

Identity




wikipedia.org/wiki/Mobile_phone _tracking

Network: MIPS, MIN, SIM
Handset: IMEI, GPS
WIFI: GPS & Crowdsourced
Hybrid: !
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TOP SECRET/SIVORCOM/MNOFORN . "
R * Hotmail Goo

le" < Imgmams paltalk YoulfD
GI“'"I “ facebook YA_HOO.' 8, -~ .\\hr:? . =

AOL &+ mail &

3 assnn PRISM Tasking Process (i)

ONYX Project 6
CARNIVORE SORM-2
ECHELON | Golden shield
Titan NATGRID
ECHELON intercept station at Menwith Hill, England
PRISM + XKeyscore Frenchelon
MUSCULAR &) TEMPORA ystic



Secure Sockets Layer (SSL)

Transport Security Layer (TLS)



Encrypting the channel f'""g
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Public key encryption

Step 1. Give your public key Stap 2; Sender uses your public key
to the sender to encrypt the plaintext

IR 928

Sender's messoge
Message encrypted (cipher beet]
Step 3: Sender gives Step 4: Use your private key {and passphrase]
the ciphertext to you to decrypt the cipherbext
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chrome-extension://kajibbejlbohfaggdiogboambcijhkke fcommon/ui/modal/feditor.hEnr

mailvelope.com

Compose Mail

Hi, lets talk prit

itey A

Dmitri

chrome-extension://kajibbejlbohfaggdiogboambcijhkke /fcommonfui/mod:

4 Compose Mail x;

Dmitri Vitaliev =dmitri@equalitie> T ﬁ

Encrypt for:
Dmitri Vitaliev <dmitri@vitaliev.info> Delete
chrome-extension:ffkajibbejlbohfaggdiogboambcijhkke /fcommon/uifm =
Ok Cancel HTML Text

Compose Mail

—BEGIN PGP MESSAGE— f (Y cancel
Version: Mailvelope vO.7.0

Comment: Email security by Mailvelope - http/fwww.mailvelope.com

wcFMA/OIBLK MLV v AQ/BAjRatgMNeKiF Ay.Jg5Mrafhjel NbfpSz NV WE Qdh+mW
P2vNG/mcol1jb/ZyBTdf3gLyzY LIhUAds FRGIWJWDF Y 3NQLTvyATGT 1hzXm
hitp8lvaulF2ZBwRPmrs 10n/11t0pjuHbw.) DFd94/Rv PzzFdElik PORhiaPp
PCXoFSVIRy9qZsp2B2ZITKIrY VAENKDEITggms AVA+FFgEX s RMFAAEAxkHA
S4wBY 9paSoAfy 1paVvnT7iS|Tr4jMBALv hUwCygtuONTK GERN1 UdMES|jlhs TV e
w3eVE25IC2dvnjf7jdBhré/rcigDtJz OMEIB giK Lx1 30X xy X 50Zc/POOHen
2v3NFIZTIn4bX L ZHOGNSWSDpXTecoG1hXUzEdemLEJZhZ FwloiwQMOLclgiio
kX GDIUDjOkig2tE27UKEatY doRHUNINgISxgxjZTYziBKEpftcQdD2+MgjCL
+jad4UShYzrmHgeU3CY d4IMSEtieag) hUUuBn3x StSILxAb9K KX NuuWWpZ Moi
DixvXrZdyy RZIStFulbriGeuHSs s bOuNJgDxdvY 1 TC/av3QagTWoly A+ VxO3

Dgl Gs ¥ plghSgUwach/MKNMukHaSiViXIEKZ8cOkpz Y bQCBM 1rJKZta7gBbxn
TONSMmMITVIOjTJAEP pXisd4tz7dnEDTrosSufm4c3vvvTSWgEMvX Y ShafkTeBc
fTHUIEyhBACQwISYIT2d+X+xoNPm|9gGapOlI TQSx 7K CoPrsbPcY cptWfk 1g9u
TXWWVEXNDWTOmMBoOSvZCPzNMNAOLXt3ZciiTOZTOckFIgsRg==

=87.J1 4

Cancel Transfer

1




(- -) IEJ i@ | https://keybase.io/encrypt [

Success! You can paste the below message into an email, IM, whatever.

The secret message

————— BEGIN PGP MESSAGE---—-—-

Version: Keybase OpenPGP v2.8.53
Comment: https://keybase.io/crypto

wcFMA/OLBLKrnLVVAQ/ feMzItEs3puJoujrlluY77+61lvQrvfLLZfTQZIRE+kmEz
NbcTsi268U3cKOkg9IBdmwLkHUTVYhEQC+ge3s49/TNH/ /Q68HkBqBXVHT+b30SH
Ay /GVOvvbBISYE880kjdzzV5uDaflyfIyYogltrkBAQMPSLGrzLQFWWhjr1SMOv6s
qGEY®3rPtweXhfjY41LYRABrtzX3jYtqToFWgPt8fGecMdtQhad/XFUBqVFIsy3Kp
y] S8BNHNpWKBhOfKdfDZ1JeVDG66zTmuzk85b] /Qbg0C2rTYRZKTZ1cGQA2ZXxAXNVE
zng2T5dy4T0ALY aWW2mQ6+PkENBUKYLSBTkbIFIPsdBrouvDseP2r3wAM2BaFmhO
FbF1JrKNzDsOATJeFGgcHAL+aHtqobXggtvIF36gATX3xPCQkieSm54 /nALXOren

Edit Done - nuke the plaintext
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ire

Telegram




www. website.arg

)My IP Address Lookup - Community Geotarget IP Project - what country, city ip addresses map Eo 3 = |EI|L|

File Edit Wiew Go Bookmarks Tools Help

hostip.info

IP Address Lookup Using the APl Download Contribute Forum Privacy About

My IP Address Lookup - Geolocate Visitors by IP Address Your IP Address: 149.9.0.59

Hostip.info is a community-based project to geolocate IP addresses, making Napoli, ITALY

the datahase freely available {see helow) but it needs yvou to put in vour city o |5 this wrong? Make a correction
rnake itwork. It only takes 10 seconds, and you'll get a warrm fuzzy feeling of Are you a host? Netblock upload
‘doing the right thing' )

Trythe example to the right far an IP Trace, orto Lookup IP Addresses.

e now have =850,000 entries in the datahase!
Geostats BETA - MEW! Map vour traffic geographically.

Firefox/Mozilla Search Plugin

Firefox Plugin: hostipfox

_ Miasaenlaad tha nasse Aliin nosse and tall s et wa think > i
Done Tor Enabled  149,9.0,59 Adblock

Ll




3. Device security



. |
Disk Encryption :
‘E Don't overwrite existing data (Quick) v
w

| Encrypted, compatible with Linux systems (LUKS + Ext4) |

| Data

5

200000000000 00000|

encryplid
hardisk
* | i
y M Show Passphrases
encrypied
Iy parlition D
L
' Cancel Format...

Install

Choose a security key:

Disk encryption protects your Files in case you lose your computer. It requires you to enter a security key
each time the computer starts up.

Any files outside of Ubuntu will not be encrypted.
Choose a security key: | 990000000000000000000000000 Good password
Confirm the security key: '|

Warning: If you lose this security key, all data will be lost. If you need to, write down your key and keep it
inasafe place elsewhere.

For more securiky: Overwrite empty disk space

The installation may take much longer.

VeraCrypt

Quit Back nstall Now




800

Security

<> || Showal (Q

| General | FileVault | Firewall |

FileVault secures your home folder by encrypting its contents. It automatically

encrypts and decrypts your files while you're using them.

WARNING: Your files will be encrypted using your login password. If you forget your login
password and you don't know the master password, your data will be lost.

A master password is set for this computer. ( Change...

This is a "safety net” password. It lets you unlock any
FileVault account on this computer.

FileVault protection is off for this account. [: Turn On FileVault...

Turning on FileVault may take a while.

N
U-_ Click the lock to prevent further changes.

BitLocker

Enter the password to unlock this drive

Press the Insert key to see the password as you type.

€ Security

Encryption

Encrypt phone

Passwards

Make passwords visible

SIM/RUIM card bock

Set up SIM/RUIM card lock

Device administration
Davice adminisirators

View of deact v by

Unknown Sources

Credential storage

Storage type

O 0o d i



Ntt
Ntt
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0S://securityinabox.org
0://learn.equalit.ie
ns://level-up.cc
ns://saferjourno.internews.org
ns://help.riseup.net/en/security

ns://ssd.eff.org

0s://hygiene.digitalpublicsquare.com
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http://learn.equalit.ie/
https://help.riseup.net/en/security
https://ssd.eff.org/
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